
01/15/2014

1

Capacity Building on Cybersecurity

Yuejin Du Ph.D

Director    of     NINIS
Deputy CTO of  CNCERT/CC

2013.9.11 Beijing

国家网络信息安全技术研究所

Content

Current Situation & Trend

Capacity Model & Practice

Future & Proposal



01/15/2014

2

国家网络信息安全技术研究所

Cybersecurity : better or worse?
 It’s BETTER!

 More governments and people are talking it
 More strategies, laws and investment
 New technology is applying
 Security industry is growing
 Hacking is not as easy as before
 ……
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Cybersecurity : better or worse?
 It’s WORSE!

 More governments and people are talking it
 More strategies, laws and investment
 New technology is applying
 Security industry is growing
 Hacking is not as easy as before?
 Growth on the number of users
 Informationalization!
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Chinese Hosts controlled by foreign IPs
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Hosts controlled：
• 2011：8.9 million
• 2010：5 million

Source IP(controller)：
• Japan：22.8%
• US：20.4%
• Korea：7.1%

Scale ：
No.1：about 8.85 million 
hosts controlled by IPs from 
the US
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Web Security in China
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Websites defaced：
2011：36612
Increased 5.1% 
(comp. to 2010)

Government websites 
defaced：

2011：2807
Decreased 39.4% 

(comp to 2010)

Websites controlled：10593
No.1-US：3328 IPs controlled 

3437 Websites in China

Phishing toward bank 
websites：

No.1-US：481 IPs (72.1%)
2943 websites
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Other statistics of China

 Mobile Security
 New malware: 6249，increased 2 times  with 2010
 About 7.12 million to several billions of  smart phone 

affected mobile malware

 Phishing incidents reported to CNCERT/CC
 2011:  5459
 2010: 1566

 New vulnerabilities collected in CNVD
 2011: 5547, High risk 2164
 2010: 3447, High risk 649
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Several Typical Incidents

 2011: Information Leakage/CSDN
 Huge amount of personal information stolen and 

spread on the Internet
 Application Security 

 2010: Web “defacement”/Baidu
 Billions of Internet users affected
 Domain Name Security (Data)

 2009: DNS broke down/DNS-POD & Baofeng
 More than half of our Internet broke down
 Critical Information Industry Security
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Take this issue more serious

 All those are just something we CAN see
 Potential damage is different
 We do not know the ‘enemy’, we do not know 

ourselves either!
 We have no idea about the real RISK!
 Global problem, need global solution, but we 

are losing the most important thing: TRUST
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Trend of Cybersecurity

 Tech:
 ICS
 Mobile security
 Big Data and Cloud
 Financial
 Weaponized malware and attack

 Non-tech:
 More confliction than cooperation
 Less trust and industrial cooperation
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What we need most now

 Strengthen our own capacity
 +
 Build larger cooperation framework 
 +
 Help each other
 +
 Try to rebuild trust

国家网络信息安全技术研究所
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Capabilities Needed

 Capability of ‘yu’ (预) ：take precautions
 Prevention, Early warning, evaluation etc. Before real 

incident happen

 Capability of ‘zhi’ (知) ：knowing what’s happening
 monitoring

 Capability of ‘kong’(控)：controllability 
 Incidents or emergency response / crisis management

 Capability of ‘sheng’(生)：recover and survive
 Recover from incidents, survivability of the core 

function
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Elements Needed to Build the Capabilities

 Infrastructure (Tools or platforms)
 Products, tools/devices
 “You cannot make bricks without straw” (If you want to do the 

job well, you must sharpen your tools)工欲善其事，必先利其
器，Confucius , 551BC -479 BC

 Teams
 Professional security teams & cooperation framework

 Resources
 Knowledge and database on vulnerabilities, attacking 

behaviors, information of infrastructure and important 
systems you need to protect, methodology, procedure, 
regulation and laws, etc.

 “No flour, No Bread” （without hands you can not make 
fists）巧妇难为无米之炊
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The Third Dimension

 “Not only know yourself, but also know your enemy, 
that’s the rule of win”– 知己知彼，百战不殆，The 
Art of War 

 Threat is the third dimension: 
Study and learn from new threats constantly:
 Purpose: check out if the capabilities are able to handle 

the new threats or not, escalate your capabilities 
(through the elements) if necessary. 

国家网络信息安全技术研究所

Capacity Model of Cybersecurity

elements (x)

Required
Capabilities (y)

Threats (z)

Teams/Orgs
(professional)

Pre- X

Knowing

Controlling

Surviving

Platforms
(products)

Resources
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Capacity Model of Cybersecurity

Elements

Capabilities
Required

Threats

Team/Orgs
(Professionals)

Resources
(Knowledge, Regulations etc.)

Pre-X

Know

Control

Survive

Platforms
(Tools/Products)

CSIRT and 
framework

Teams for 
mornitoring

NINIS, Labs

Tools for ER

863-917

Platform for Risk 
Analysis

Backup info.

Plans; Knowledge 
Base

Rules and 
Standards
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CNCERT/CC
 Established in 2000
 became a full member of  FIRST in 2002
 At APSIRC2002, initiated APCERT (Asia 

Pacific Computer Emergency Response 
Team) with AusCERT, JPCERT/CC.

 At APSIRC2003, was nominated and 
elected as the Steering Committee 
member of APCERT

 In 2004, built up 31 branches across the 
country.
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FROM CERT/CC
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Why global cooperation needed

国家网络信息安全技术研究所
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Something we did before

 2001：China-US hackers attack; Code red;
 2002：ITU proposal; Co-founded APCERT
 2003：Large scale incident handling (01-

04)
 2004：China-ASEAN framework; information 

exchange; exercises
 2005：Training/capacity building
 2007：Anti-botnet project in APEC-TEL

国家网络信息安全技术研究所

Mutual Benefit

 Besides the efforts we’ve done to help other 
parts of the world, we also learnt a lot and got 
many help from International cooperation
 Trends of new threats
 Information of incidents
 Handling of incidents
 Trust relationship building
 Etc.
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International Cooperation

 APCERT
 FIRST
 ASEAN
 APEC
 TF-CSIRT,CERT/CC
-Training cooperation
 Law enforcement department
-one of POC
 International Companies :MS, eBAY
-cooperation in incident handling and information 

exchange
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Global Problem, Global Solution

 We are all connected
 Cannikin Law: without

secure neighbor, 
can not get our own

 There are still many
economies do not have enough capacities

 Help each other: eliminate the ‘digital divide’ 
on security is crucial

 What we’ve done

国家网络信息安全技术研究所

The weather went bad since 2007
Four stages:
Cyber threats
 Script Kids/Cyber Knights: before 2004
 Cyber Criminals: 2004-
 Information Stealing: 2007-
 Cyber War/Conflict: 2010-

International cooperation on anti-cyber-threats
 Starting: before 2001
 Good: 2001-2007
 Bad: 2007-2010
 Worse: After 2010
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Rebuild trust is the key 

 Trust is the key for cooperation/collaboration
 Trust is being hurt
 Debate and point fingers does not help
 Need to find a way to rebuild the trust, or all 

of us will lose the real battle

The most important? Say NO to Cyberwar!The most important? Say NO to Cyberwar!
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How can public sectors join: Cross border 
and multilayer cooperation framework

Operational Level

Policy Level

Research Level

Governmental Agencies:
Policy making; resource;
Law issues; Regulations 

CSIRTs, Industries:
Keep efficiency; Ensure
effectiveness

Research institutes:
Understand new challenges:
Provide new suggestions

Build and Share:
Common understandings;
MOUs; LEA cooperation 

Build and Share:
Related information;
Incident handling;

Build and Share:
Projects on Trends
and new challenges;
Knowledge sharing
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Thank You


