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Cybersecurity : better or worse?

x It's BETTER!
* More governments and people are talking it
*» More strategies, laws and investment
* New technology is applying
* Security industry is growing
* Hacking is not as easy as before
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Cybersecurity : better or worse?

* It’'s WORSE!
* More governments and people are talking it
*» More strategies, laws and investment
*» New technology is applying
* Security industry is growing
* Hacking is not as easy as before?
* Growth on the number of users
* Informationalization!
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“Chinese Hosts controlled by foreignh IPs
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Hosts controlled:
e 2011: 8.9 million
e 2010: 5 million
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Scale :

No.1: about 8.85 million

0 >
Source IP(controller): - b= S
e Japan: 22.8%
* US: 20.4% 58 6A 78 8A
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" Web Security in China
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Number of victims
5;< / Gov. /total victims
Websites defaced: ¥ / Re23% Government websites
2011: 36612 8.13% defaced:
Increased 5.1% [ .12% o 2011: 2807
(comp. to 2010) 8.31% Decreased 39.4%
3000 [ e Pl (comp to 2010)
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Websites controlled: 10593 , ) - Phishing toward bank
No.1-US: 3328 IPs controlled |5 6 7 8 9 websites :
3437 Websites in China W —m—t R mrwem] No.1-US: 481 IPs (72.1%)
2943 websites
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* Mobile Security

* New malware: 6249, increased 2 times with 2010

* About 7.12 million to several billions of smart phone
affected mobile malware

+ Phishing incidents reported to CNCERT/CC
x 2011: 5459
x 2010: 1566

* New vulnerabilities collected in CNVD
x 2011: 5547, High risk 2164
x 2010: 3447, High risk 649
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* 2011: Information Leakage/CSDN

* Huge amount of personal information stolen and
spread on the Internet

x Application Security

+* 2010: Web “defacement”/Baidu
x Billions of Internet users affected
x Domain Name Security (Data)

* 2009: DNS broke down/DNS-POD & Baofeng
x More than half of our Internet broke down
= Critical Information Industry Security
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" Take this issue more serious

* All those are just something we CAN see
+ Potential damage is different

+* We do not know the ‘enemy’, we do not know
ourselves either!

* We have no idea about the real RISK!

+ Global problem, need global solution, but we
are losing the most important thing: TRUST
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s :
* lech:
x |CS

x Mobile security
* Big Data and Cloud
x Financial
*» Weaponized malware and attack
+* Non-tech:
* More confliction than cooperation
x Less trust and industrial cooperation
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~ What we need most now

*

Strengthen our own capacity
* T

Build larger cooperation framework
* T

*

Help each other
* T

*

Try to rebuild trust

*
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Capabilities Needed

Capability of ‘yu’ (%ﬁ) : take precautions

* Prevention, Early warning, evaluation etc. Before real
incident happen

*

Capability of ‘zhi’ (%ﬂ) : knowing what’s happening
* monitoring

*

g ﬁ g
Capability of ‘kong’(*ﬁ?_): controllability
* Incidents or emergency response / crisis management

*

*

Capability of ‘sheng’(.’f‘E): recover and survive
x Recover from incidents, survivability of the core

function
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"Elements Needed to Build the Capabilities

+ Infrastructure (Tools or platforms)
*x Products, tools/devices

* “You cannot make bricks without straw” (If you want to do the
job well, you must sharpen your tools) T#{ZRE, SEFHE
£¢, Confucius, 551BC-479 BC

* leams
* Professional security teams & cooperation framework

+ Resources

* Knowledge and database on vulnerabilities, attacking
behaviors, information of infrastructure and important
systems you need to protect, methodology, procedure,
regulation and laws, etc.

* “No flour, No Bread” (without hands you can not make

fists) IZHMERTERZ I
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" The Third Dimension

* “Not only know yourself, but also know your enemy,

that’s the rule of win"- I ##, BH&EA%, The

Art of War
* Threat is the third dimension:
Study and learn from new threats constantly:
= Purpose: check out if the capabilities are able to handle
the new threats or not, escalate your capabilities
(through the elements) if necessary.
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\ ““Capacity Model of Cybersecurity

Required Threats (2)

Capabilities (y) <

Pre- X
Knowing

Controlling
elements (x)

Surviving
Resources

Teams/Orgs Platforms
(professional) (products)
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Capacity Model of Cybersecurity
Capabilities
pa Threats
Required &
Py NS Labe I Platform for Risk |  Rules and
: ~ Analysis ~ Standards
Know Teams for 863-917 Plans; Knowledge
~ mornitoring Base
CSIRT and .
Control o Tools for ER Backup info.
Survive
Elements
Team/Orgs Platforms Resources
(Professionals) (Tools/Products) (Knowledge, Regulations etc.)
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* Established in 2000
* became a full member of FIRST in 2002

+ At APSIRC2002, initiated APCERT (Asia
Pacific Computer Emergency Response
Team) with AusCERT, JPCERT/CC.

+ At APSIRC2003, was nominated and
elected as the Steering Committee

member of APCERT
+ In 2004, built up 31 branches across the
country.
— ERPSE SRS AHG
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Incident RESPOI'ISE Teams AI’OUI’\d the World International cooperation speeds response to Internat
security breaches.

FROM CERT/CC
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Anti-cybercrime depend upon the
community working together

Yuejin Du
Internet Emergency Response
Coordination Office, MIl, China
Bangkok, July. 23, 2003
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By making source address verification a well-
Egﬂﬂmé_mb_lmtﬁ Internet, IP spoofing will
effectively reduced

P

Anti-eybererimedepend-upenrthe Internet
community working together

APEC economies might be able to benefit
from that earlier

All of us are connected by a same network,
the security issue can only be solved by the
cooperation among all of us
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CN(_ ERT/CC

CN(ZERT/CC

APCERT: ML AHBIX B S & 2248
APCERT: Practice on CERT cooperation in AP area
FERCIE 11

Yuejin Du. Ph.D

APCERT ] Ef & CNCERT/CCHil5 1
200513 ] 24 H .CNCERT/CC'05
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cooperation scheme among multiple sides

+ BT, RSREE. FE%E:S’-L’E:%E%E&" ¥RAFALR. Tk
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Cooperate among multiple sides:
Government: laws, LEA, standard, etc. related
15Ps: network related
Various CSIRTs/security service providers: cover mare end users
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Why we need cooperation for network security
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for attackers & incidents, there is no borders, but we have
i FEANEFFOIER MREAROER

too many users too much works, need QoS
BRASHHASE, SEFELRAANEE

too many tech. issues, need too much resources
ERFBEALUSIRE S, REETLEE

not only tech. issues are included in

SHLMEE, BEERER

Global Problem, Global Solution

International cooperation: *Global problem, global solution’

EErf et
With global cooperation, we can:
~ Get earlier warning
Data sharing (increase the analysis capability)
— Tech and info, sharing
- Stop the mtacking from other cowntry or trace the sources of attackers

Labs: analysis. research, development related + CNCERT/CCHIH: M
~ Organizations with specialitics:more professional sapport CNCERT/CC
Industry side: patch, tools, products, upgrade, edc. ot darly tnfors fram JPC MJJ-: © and AusCERT far MSBEASTIDDaS trafici
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Only by multi-parties’ cooperation according to a well-
planed scheme can Internet security incidents be handled
quickly and effectively

CSIRTS in Europe.
A
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AMore and more International erganizations now: FIRST, APCERT. EGC. TF

CSIRT, wtc.

IR 5 e A i
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“Something we did before ;

Internatlonal APEC-TEL

Asia-Pacific
Economic Cooperation

. APEC-TEL SPSG: information sharing;

Guide on Policy and Technical
Approaches against Botnet,
December 2008

Q\ NINIS
RRTE Mutual Benefit

+ Besides the efforts we’ve done to help other
parts of the world, we also learnt a lot and got
many help from International cooperation

* Trends of new threats

x Information of incidents

* Handling of incidents

* Trust relationship building
x Etc.

01/15/2014
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- e International Cooperation

o APCERT
o FIRST

o ASEAN
o APEC

« TF-CSIRT,CERT/CC

-Training cooperation

o Law enforcement department

-one of POC

« International Companies :MS, eBAY
-cooperation in incident handling and information

exchange
ERMEEEREBRAMITE
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Global Problem, Global Solution

* We are all connected

* Cannikin Law: without
secure neighbor,
can not get our own

* [here are still many
economies do not have enough capacmes

+ Help each other: eliminate the ‘digital divide’
on security is crucial

* What we’ve done
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‘The weather went bad since 2007

Four stages:

Cyber threats

Script Kids/Cyber Knights: before 2004
+ Cyber Criminals: 2004-

+ Information Stealing: 2007-

+ Cyber War/Conflict: 2010-

*

International cooperation on anti-cyber-threats
» Starting: before 2001

+ Good: 2001-2007

+ Bad: 2007-2010

+ Worse: After 2010

ElR M R BTG
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+ Trust is the key for cooperation/collaboration
* Trust is being hurt
+ Debate and point fingers does not help

+* Need to find a way to rebuild the trust, or all
of us will lose the real battle

The most important? Say NO to Cyberwar!

—— B R MRS R AT

" How can public sectors join: Cross border

and multilayer cooperation framework

Governmental Agencies:
Policy Level Policy making; resource;
Law issues; Regulations

CSIRTs, Industries:
Operational Level Keep efficiency; Ensure
effectiveness

Research institutes:
Research Level Understand new challenges:
Provide new suggestions

01/15/2014
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Thank You
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