Briefing to the 15t ARF Security Policy Conference
June 4, 2018

Disruptive Innovation and Maritime Security in the Asia-
Pacific
Hybrid Threats in the Maritime Domain

Collin S.L. Koh
Maritime Security Programme

@ S. RAJARATNAM
l SCHOOL OF
INTERNATIONAL

Nanyang Technological University ST U D I E S



el b

JS Dept of Stata Geographer
© 2018 Googla 4 %
Image Landsat ! Copemicus
Dafa SIONOAA U'S havy NGA GEBCO
WA

Chrsimes l:a'ug"";"'m rom




Source: MarineTraffic.com, at:


https://www.marinetraffic.com/en/ais/home/

Disruptive Innovation
The Maritime Dimension

S. RAJARATNAM
l SCHOOL OF
INTERNATIONAL

Nanyang Technological Uni STUDIES



Modern Missile Age Warfare at Sea




IRAQI MINES IN PERSIAN GULF
DAMAGE 2 U.S. WARSHIPS

By Caryle Murphy

DHAHRAN, SAUDI ARABIA, FEB. 18 -- Two U.S. warships, including a guided-missile cruiser, were
damaged and seven crewmen injured by Iraqi mines early this morning in the northern Persian Gulf,

U.S. military officials said.

The explosions marked the first time in the Persian Gulf War that ships of the multinational naval force

in the waterway have struck mines laid by Iraq.

The naval mine remains an
ubiquitous form of armament,
especially for the weaker
party. It is one of the
asymmetric responses to
technologically superior naval
adversary. The aim may not
necessarily be to sink the
high-tech target but cause
sufficient damage to result in
a “mission kill”.



“Technicals” at Sea Pose a Challenge in Littoral
Chokepoints
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Undersea
communications cables
that are so crucial for
modern commerce and
trade can be disrupted,
resulting in potentially
colossal ramifications for
economic, political and
societal stability
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UT Austin Researchers Successfully Spoof an
$80 million Yacht at Sea
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This summer, a radio navigation research ream trom The University of Texas at Austin et our o

discover whether they could subtly coerce a 2138 foot yacht off its course, using a custom-made GPS

device

Lasel by avsaxtant professor Todd Hhumphreys of the Depaatment of Avrospace Enganeening ancd

Fogincering Mochanics at the Cockiell School of Fagincering, the team was able 1o sucoosslully spoof
an $80 mullion privare yache using the world's tirst openly acknowledged GI’S spooting device.
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The purposc of the exporimoent was 1o measure the difficalty of canying out a spoofing attack at sca

and to determine how easily sensors in the ship's command room could identty the cthreat.
The rescarchers hope their demonstration will shed light on the perils of navigation artacks, scrving as
evidence that spoofing 15 a serious threat to marnne vessels and other torms of aansportation. Last year,
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Home-built GPS spoofing
capabilities pose a direct
challenge to marine
navigational safety,
especially in
geographically
constricted littorals
characterized by dense
maritime traffic



Emerging Maritime Hybrid
Threats

Additive Manufacturing and Unmanned
Systems
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The Fourth Industrial Revolution

4" Industrial Revolution

(2" Information Revolution)

: Early 215 Century~
31 Industrial g 2

Revolution By :
ond Industrial (1% Information Artificial Intelligence

Revolution Revolution) Information: Technology

Late 20*" Century
1st Industrial 197~20'" Century
Revolution
18" Century Electrical
Energy-based
Mass Production

Intelligence
Computer and

Internet-based

Steam-based Knowledge

Machines

Blockchain/
DLT

The confluence and convergence of emerging technologies

Source: Huawei. http://www.huawei.com/en/about-huawei/publications/winwin-magazine/29/accelerating-success-in-the-4th-industrial-revolution
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Engage a One-stop 3D Printing Service Online...

Ssculpbeo 3D Printing Laser Cutting Prcing Company Bcg  Login | SignUp

Home > 30 Printing Services > Applications > Drones

CreateAmazing Drones PartsWith 3D Printing

Drone bulldingmesns bringing new features to your aircraft. 3D
printing givesyou'the flexibility and the speed you need to create new
drone parts.

@ Open a free account

9 Professional @ 75+ materials "I" Big sizes a Fast
quality = available Upto70cm turnaround
2 factorles (USA-EV) Ny'on, rasin, meta time in 2 days

Werldwide delivery




Simple Google Search Marks the First Easy Step to
g\évngirég a 3D Printing Capability

3d printing software Q

All Images Videos News Shopping More Settings Tools

Software > 3d printing
Cura Blender o

A% blender
LGPL GNU General Public License

20 Best 3D Printing Software Tools (All Are Free) | AlI3DP
https://all3dp.com/1/best-free-3d-printing-software-3d-printer-program/ «

Apr 2, 2018 - Best 3D Printing Software Tools. Best 3D Printing Design Software for Beginners.
TinkerCAD. 3D Slash. Sculptris. Best 3D Printing Design Software for Intermediates and Pros.
SketchUp. Fusion 360. FreeCAD.

Software for 3D Printing - 3D Modeling Software/Slicers/3D Printer Hosts
https://3dprinting.com/software/ ¥

Software For 3D Printing. 3D Slash. TinkerCAD. FreeCAD. SketchUP. 123Design. Blender.
SolidWorks. Rhino3D.

Top 20: Most Popular 3D Modeling Software for 3D Printing | 3D ...
https://i. materialise.com/.._/top-25-most-popular-3d-modeling-design-software-for-3d-... ¥
May 9, 2017 - Script-based OpenSCAD, and the sophisticated MODO software take the ranks 13 and
14. Meshmixer, a free 3D editing, fixing, and sculpting tool, comes in 151" Ranks 16 — 20, Sculptris,
PTC Creo Parametric, FreeCAD, Solid Edge, OnShape: Sculptris, a free and simple version of
sculpting program ZBrush, comes in 16th.

Software & Tools for 3D Printing | 3D Printing for Beginners
https://3dprintingforbeginners.com/software-tools/ v

A comprehensive list of 3D Printing Software - includes all software required to create a 3D model,
prepare and 3D print it.

Tinkercad | Create 3D digital designs with online CAD
https://www._tinkercad.com/ ~

Quickly turn your idea into a CAD model for a 3D printer with Tinkercad. _.. °| didn't foresee being able
to deal with the 3D programs and we were looking for ...




Your Very Own Metal 3D Printer at Home, for Only

3 000
3D.CONe

12/ Parts at Home! B
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Dramatic rise in metal AM system sales Source: Wohlers Report 2018

Sales of metal AM systems saw an increase of nearly 80% in 2017, with an estimated 1,768 metal AM systems sold throughout the year compared to 983
systems in 2016.




The Security Implications Are Significant

* Violent extremist organizations may be more capable of producing what
they need through AM which allows them to sidestep transactions related
to weapon sales and other material acquisitions, thereby making
detection, tracking and disruption of such activities by law enforcement
and intelligence agencies difficult

 AM may make attacks deadlier and more common

* Disposable, untraceable communication systems, as well as cheap decoys
and other jamming devices that can be produced by AM can increase
difficulties of counter-terrorism

* Lone-wolf attacks may become more lethal if individuals have ready
access to AM printers
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Asimov, developed by McGill Robotics, weighs 48 pounds and cruises at a top speed of 1.5 knots.
The vehicle features six thrusters, holds several external manipulators, and boasts an array of
sensors, artificial intelligence, and advanced computer vision systems. The integrated electrical,
mechanical, computer and control systems are housed within a cylindrical pressure vessel. Some 100
students were recruited, divided into the sub-groups of electrical, mechanical and software
engineering. The fall of 2013 was dedicated to the design phase and to researching different
technologies that could meet the functional requirements. Asimov was then built over winter and
pool-tested in March 2014.
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Corrosion Resistant Aerial Covert Unmanned Nautical System — or CRACUNS — is a submersible UAV
that can be launched from a fixed position underwater, or from an unmanned underwater vehicle
(UUV), developed by Johns Hopkins University’s Applied Physics Laboratory.
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Data Diver, developed by Apium, is a prototype swarm vehicle designed with specialized
sensor payloads for oceanography, aquaculture, hydrographic survey and defense
applications.
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Q-ship in conceal mode

Emulating the Q-ship
: (submarine decoy vessels)
e . 0N deployed to protect
Tl - \m\ - merchantmen during the
5 World Wars, today’s
maritime threat actors may
make use of innocent-
looking civilian vessels

- g
!

Q'Ship in attack mode embedded within the

dense maritime traffic to
carry out attacks in
conjunction with cheaply
mass-produced unmanned
systems, with potentially
devastating consequences




“State sovereignty is predicated on a monopoly of
force and, at a minimum, the capacity to regulate
arms. AM will further relax this control, giving private
citizens greater access to lethal weapons and other
tools of violence... As AM printers and designs
proliferate, the threat and cost of nonstate violence
could grow dramatically. Even in relatively stable
states, AM-produced weapons and other goods will
flood black markets, giving criminal networks a new
revenue stream.”

RAND Corporation, 2018
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Addressing the Challenge

Greater Emphasis on Multilateral and Multi-
stakeholder Cooperation
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Confronting Emerging Maritime Hybrid Threats

Comprehensive, public-private partnership-based regulatory controls

— e.g. because of the worldwide proliferation (including black market) and dual-use nature
of additive manufacturing, unilateral measures will be ineffective

*  Whole-of-government focused on prevention and cost mitigation

* Enhancement of existing frameworks for maritime situational awareness,
information-sharing and intelligence exchange

— Need to involve not only maritime agencies but land-based counterparts dealing with
related aspects

* Review of the scope and complexity of multilateral training exercises
involving multiple stakeholders

e Establishment of a region-wide hybrid threats fusion cell to correlate,
analyze and share assessments of anomalous behaviors at sea

— Ultimate goal: to create a common maritime threat picture for all regional governments



Building on Existing Regional Institutions

Multinational Counter-Terrorism Drills

BT

Regional defense and security
agencies possess requisite
resources and expertise to
play a primary role in tackling
maritime hybrid threats

Solutions to these challenges
can potentially build on
existing regional institutions at
the policy and maritime
practitioner levels

— e.g. ARF, ADMM-Plus
— e.g. Information Fusion Centre
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Thank you!
Q&A

Email: iscollinkoh@ntu.edu.sg
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