CONFIDENTIAL


[image: image1.png]



ARF CooperatiON Framework on 

counter-Terrorism and transnational crime (CTTC)

14th arf

manila, the philippines, 2 august 2007

ARF CooperatiON Framework on COUNTER-Terrorism and TRANSNATIONAL CRIME (CTTC)
	No.
	Subjects
	Objectives/Activities

	1. 
	Information sharing /intelligence exchange
	· Exchange relevant information and intelligence in timely and effective manner on the basis of bilateral, sub-regional, regional or other information-sharing agreements.

· Strengthen cooperation for effective and appropriate sharing and exchange of information, particularly on terrorist and other transnational activities in accordance with domestic laws.

· Ensure adequate and effective national protections for sensitive information obtained from foreign partners.

· Ensure that the privacy and other rights of individuals about whom personal information is exchanged between states are respected and protected.

(Source: ARF Statement on Information Sharing and Intelligence Exchange and Document Integrity and Security in Enhancing Cooperation To Combat Terrorism and Other Transnational Crimes, Vientiane, 29 July 2005)

	2. 
	Law enforcement
	· Strengthen ARF law enforcement cooperation on the basis of bilateral and multilateral agreements and the use of existing mechanism, i.e. INTERPOL and its 24/7 communication network.

· Strengthen international capacity building cooperation and assistance including through existing regional centers, such as International Law Enforcement Academy (ILEA), the Southeast Asia Regional Center for Counter-Terrorism (SEARCCT), the Jakarta Center for Law Enforcement Cooperation (JCLEC), and the Regional Anti-Terrorism Structure (RATS) of the Shanghai Cooperation Organization (SCO).

(Source: ARF Statement on Information Sharing and Intelligence Exchange and Document Integrity and Security in Enhancing Cooperation To Combat Terrorism and Other Transnational Crimes, Vientiane, 29 July 2005)

	3. 
	Documents security
	· Implement secure and fraud-resistant national documents based upon internationally agreed standards and containing appropriate biometric identifier.

· Foster cooperation on adoption of Machine Readable Travel Documents (MRTD).

· Investigate and prosecute the possession or creation of fraudulent national identity, travel and other documents from any country.

· Actively participate in the elaboration and implementation of new international documents standard through International Civil Aviation Organization (ICAO) and other international organizations.

· Actively contribute on an ongoing basis to INTERPOL database of missing travel documents, bearing in mind other effective channels of cooperation that exist.

(Source: ARF Statement on Information Sharing and Intelligence Exchange and Document Integrity and Security in Enhancing Cooperation To Combat Terrorism and Other Transnational Crimes, Vientiane, 29 July 2005)

	4. 
	Border security
	· Encourage multilateral cooperation on border security among ARF members to combat terrorism.

· Encourage ARF consideration and adoption of new measures for border security proposed by the International Civil Aviation Organization (ICAO), the International Maritime Organization (IMO), the World Customs Organization (WCO) and other relevant international organizations.

· Provide, where necessary and possible, technical assistance and capacity-building infrastructure to states that need help in developing laws, training, and or in acquiring the equipment to enhance border security.

(Source: ARF Statement on Cooperative Counter-Terrorist Action on Border Security, Phnom Penh, 17 June 2003)

	5. 
	Maritime security
	· Encourage bilateral and multilateral maritime cooperation among ARF members to combat piracy, including at the present increased contact among personnel, information exchanges and anti-piracy exercises on the basis of respecting territorial integrity, sovereignty, sovereign rights and jurisdiction and in accordance with the principles of voluntary participation and agreement in line with respective applicable international conventions.
· Institute regional ARF cooperation and training in anti-piracy and security, in cooperation with the World Maritime University under IMO.

· Enhance ARF participants' ability to share information domestically and internationally as a vital component in the fight against maritime piracy and armed-robberies.

· Encourage the ARF Chair to explore with the ASEAN Secretariat or an ARF participant whether it would be willing to coordinate logging of requests for assistance by ARF participants in implementing the provisions of the Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation, 1988 and its Protocol for the Suppression of Unlawful Acts Against the Safety of Fixed Platforms on the Continental Shelf and other relevant instruments.

· Endorse ongoing efforts to establish legal framework for maritime security regional cooperation.

· Provide, where necessary and possible, technical assistance and capacity-building infrastructure to countries that need help in developing laws, training, and where and when possible, providing equipment.

(Source: ARF Statement on Cooperation Against Piracy and Other Threats to Maritime Security, Phnom Penh, 17 June 2003)

	6. 
	Transport security
	· Jointly explore new practical measures and initiatives to combat terrorism in transport sector including improving interoperable methods of identification of members of international terrorist group active in international transport route.

· Promote capacity building through simulations and joint exercises.

· Strengthen legal cooperation including on criminal prosecution and extradition of terrorist suspects.

· Strengthen practical cooperation and exchange of information between law-enforcement bodies, and relevant security and intelligence services, as well as state transportation agencies and organizations.

· Consider opportunities to plan and implement coordinated special operations and criminal investigations, and set up joint operative teams to mitigate the effects of terrorist attacks on transport facilities.

· Promote cooperation between research institutions, carry out joint research, exchange expertise and recommend methodologies, technologies, and best practices for combating threats against transport security.

· Expand cooperation and enhance participation in international fora, i.e. IMO, ISPS, and ICAO.

· Develop and share best practices in formulation of intermodal transport security framework that would link air, road, inland waterways, and maritime transport, that will provide coherent, cost effective, and rational approach to transport security.

(Source: ARF Statement on Strengthening Transport Security Against International Terrorism, Jakarta, 2 July 2004)

	7. 
	Cyber security
	· ARF participants to enact and implement cyber crime and cyber security laws in accordance with national conditions and relevant international instrument.

· Formulate national framework in addressing criminal, including terrorist, misuse of cyber space.

· Identify national cyber security units. 

· Establish an ARF-wide network of Computer Security Incident Response Teams (CSIRT) concerning cyber crime, cooperate with different CSIRT networks and collaborate with other international and regional organizations with similar concerns.

· Provide technical assistance and capacity-building programs to countries that request help in developing laws, extending training (in forensics, law enforcement, legal and technical matters), and when and where possible, hardware and software.

· Raise public awareness to bring about a culture of cyber security.

(Source: ARF Statement on Cooperation in Fighting Cyber Attack and Combating Terrorist Misuse of Cyber Space, Kuala Lumpur, 28 July 2006)

	8. 
	Non-proliferation in relation to counter-terrorism
	· Implement effective export controls and enforcement measures to control the transfer of materials, technology, and expertise that can contribute to the design, development, production or use of WMD and their means of delivery in accordance with UNSCR Resolution 1540.

· Enforce rigorously and further develop, where necessary, the national export control lists.

· Review the ability of ARF participants to control radioactive sources and make political commitment to work toward following guidance contained in the International Atomic Energy Agency’s (IAEA) Code of Conduct on the Safety and Security of Radioactive Sources, or “Code”.

· Continue to support the Six Party Talks to resolve the nuclear issue peacefully through dialogue.

· Continue to enhance cooperation with the IAEA an the Organization for the Prohibition of Chemical Weapons (OPCW) in order to strengthen international nuclear and chemical safeguards respectively, and to uncover networks that provide WMD-related equipment, materials and technology illegally. 

· Work with international cooperation mechanism to provide technical assistance to strengthen mechanisms against proliferation of WMD, their delivery systems, related materials and technologies, to ARF participants that request such assistance.

· ARF Chair to explore with ASEAN Secretariat or the ARF Unit on whether it would be willing to record requests from ARF participants for assistance in implementing measures against proliferation of WMD.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              

(Source: ARF Statement on Non-Proliferation, Jakarta, Indonesia, 2 July 2004)

	9. 
	Suppression of terrorist financing
	· Aim to approve, accept, ratify or accede to and implement the UN Security Council Resolution particularly UNSCR 1373, UN Convention for the Suppression of the Financing of Terrorism, the UN Convention against Transnational Organized Crime.

· Promote implementation and compliance with international standards and share information regarding ARF participants’ respective laws, regulations, and best practices to address terrorist financing.

· Cooperate with the IMF, World Bank, Financial Task Force on Money Laundering (FATF) and its style bodies, Financial Stability Forum (FSF), Basle Committee of Banking Supervisors (BCBS), and other relevant fora to promote the adoption, implementation, and assessment of international standards to combat the abuses of the financial system.

· Establish promptly, or maintain a Financial Intelligence Unit or its equivalent and take steps to enhance information sharing among them.

· Respond to the FATF’s invitation to ARF participants in a self-assessment of the eight special recommendations on terrorist financing.

· Provide technical assistance and capacity-building programs to countries that request help in developing laws, regulations and policies to combat terrorist financing and money laundering. 

· Make public the lists of terrorists whose assets are subject to freezing and the amount of assets frozen, if any.

(Source: ARF Statement on Measures Against Terrorist Financing, Brunei Darussalam, 31 July 2002)

	10. 
	People-centered approach and public diplomacy
	· Identify counter terrorism strategies and measures that promote greater tolerance and understanding, as well as those aimed at winning the "hearts and minds" of the people in order to ensure their effectiveness.

· Raise public awareness on the threat of terrorism to their safety and well-being.

· Develope initiatives and programmes to promote public participation on counter terrorism measures by encouraging the constructive roles of the academia, media, non governmental organizations, community groups and other relevant institutions.

· Explore possible ways and means of sharing information and best practices on emergency response mechanisms.

· Identify ways to enhance partnerships with international organizations, regional fora and other relevant institutions to promote the above measures in the effort to counter terrorism.

· Undertake all necessary measures in accordance with international law.

(Source: ARF Statement on Promoting A People-Centered Approach on Counter-Terrorism, Kuala Lumpur, 28 July 2006)

	11. 
	Consequence/disaster  management in relation to counter-terrorism


	· Identify possible areas of future cooperation in key response areas such as dealing with structural collapse, urban search and rescue, medical treatment of casualties, including hospital and medical surge capacity, forensic investigation and the challenges posed by chemical/biological/radiological weapons.

· Develop contacts between representative of the national and regional disaster response management, investigation and recovery agencies of ARF participants.

· Exchange information on response and recovery mechanisms.

· Explore the possibility for an intent site for regional disaster management in conjunction with the Asia-Pacific Area Network.

· Identify training in preparedness for response to and recovery from major terrorist attacks as priority in bilateral development cooperation programmes of ARF participants.

(Source: Recommendations to Build on Outcomes from the Workshop on Managing the Consequences of A Major Terrorist Attack, Darwin, 3-5 June 2003)
· Develop an ARF Virtual Task Force on Disaster Response Management.
· Establish a directory of specialized experts/groups of experts in disaster relief in the ARFNet and share it with the United Nations office for the coordination of humanitarian affairs.
· Maintain an updated regional database of emergency response and disaster management contacts, and to develop a joint database of assets and capabilities available to share with the United Nations Office for the Coordination of Humanitarian Affairs Central Register of Disaster Management Capacities and the Register of Military, Civil Defense and Civil Protection Assets (MCDA). 
· Work towards the development mutually agreeable bilateral/regional/multilateral legal arrangements/ framework to facilitate and in line with disaster management and emergency response related international assistance.
· Improve communications protocols with international data warning providers (in terms of 24 hour-per-day, seven-day-per-week notification and verification data input and warnings with all critical international data providers).
· Enhance networking and coordination between national Search and Rescue (SAR) and other relief agencies of ARF participants, and with the international search and rescue advisory group.
· Strengthen national/regional preparedness and disaster management capability through education and training, sharing of expertise, desktop disaster relief simulation exercises and combined joint exercises in civil military operations.
· Promote networking, enhance coordination and establish exchange/attachment program between  and among ARF participants’ emergency management agencies.
(Source: ARF Statement on Disaster Management and Emergency Response, Kuala Lumpur, 28 July 2006)
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