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Chronological order in Internet Incidents event

€ Targeting Enterprise/Government using DDoS attack and APT

3.4 DDoS,
77 DDoS NH Nonghyup™ Network Breakdown, 3.20 Cyber Attack
Attack  SK Comms™ Personal Information Leakage (Broadcasting, Bank etc)

Auction™
Morris Worm PersonaI.
CIH Virus 1.25 Slammer Worm Information

\* \‘ \Ieakage\*\l \l
o e o © @ @ o ® © © © © e @

99 00 01 02 03 04

Internet incident occurs targeting enterprises using APT
- Targeting and attacking specific subject such as Broadcasting, NH NongHyup™, Game Company;-ete

DDoS attack continuously occurs, but purpose has changed
- Financial Issue — Social Disorder(3.4 DDoS), Political issues and etc

Websites that are Impersonating Public organization(Rapid growth of Phishing websites)
- Impersonating financial, personal, portal websites — Public Prosecutor’s office, national police, 4
Financial Supervisory Service and etc

Spreading Malicious codes using the advantage of Popular Keywords, Social Issues
- Disguise as Boston terrorist, Credit card detailed statement and using popular keywords and social
issues

J

\_
X KISA Q KrCERT/CC

QI U EIGHAID S X| &M E




Cyber Security Trends : Treat increases rapidly

@ Curiosity, self-esteem — extort money(by blackmail) — social chaos, cyber terror
€ Manual — concealment, automation — organized, intelligent
€ Individual system — large scale of network— social infrastructures, nations
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APT(Advanced Persistent Threat) are a cybercrime category directed at business and political targets. APTs require
a high degree of stealithiness over a prolonged duration of operation in order to be successful.
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