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【Session Ⅱ】



➣The consensus report(A/70/174) adopted this July 
➣ Focusses on following 6 topics

①existing and emerging threats
② the applicability of international law
③ norms, rules, and principles for the responsible 

behaviour of states
④ confidence-building measures (CBMs)
⑤ international cooperation and capacity-building , and 
⑥ recommendations for future work. 

➣The CBMs in the report largely correspond to those 
already adopted under the auspices of the ARF in 2015

1 UN Cyber GGE (Group of Governmental Experts )



●The Group(20 States) all had similar opinion on CBMs.
【Summary】

➣ Increase cooperation and transparency and reduce the 
risk of conflict. 

➣Identified a number of voluntary CBMs to increase 
transparency 

➣Called for regular dialogue with broad participation under 
the auspices of the UN and through bilateral, regional and 
multilateral forums. 

➣States have a primary responsibility , and appropriate 
participation of the private sector, academia and civil society.

【Way Forward】
➣How to act in a concrete manner

1 UN Cyber GGE (CBMs)



Share information by participating in multilateral 
conferences and bilateral dialogues
●We hold cyber dialogues with over 10 countries almost every year. 

Host  multilateral conference 
●ASEAN-Japan Information Security Policy Meeting and Cybercrime 

Dialogue
Cooperation in Cybersecurity Capacity Building

●Promotion of capacity building (especially to ASEAN countries) 
through the utilization of ODA and cooperation among government agencies as 

well as public and private partnership.(ex. JAIF※)

2 Japan’s efforts toward Cyber CBMs.

Japan will promote policy dialogues with relevant states as well as 
building framework to prevent misunderstanding and conflict 
escalation.

※Japan-ASEAN Integration Fund



Japan-U.S. Cyber Dialogue
1st mtg.: May 2013
2nd mtg.: Apr. 2014
3nd mtg : July 2015

Japan-U.K. Cyber Dialogue
1st mtg.: Jun. 2012

Japan-India Cyber Dialogue
1st mtg.: Nov. 2012

Japan-Russia Cybersecurity Dialogue
1st mtg.: Mac. 2015

Japan-Australia Cyber Dialogue
1st mtg.: Feb. 2015

Japan-France Cyber Dialogue
1st mtg.: Dec. 2014

Japan-EU Cyber Dialogue
1st mtg.: Oct. 2014

After 2012

Japan-Israel Cyber Dialogue
1st mtg.: Nov. 2014

ASEAN-Japan Cybercrime Dialogue
1st mtg.: May 2014

Japan-Estonia Cyber Dialogue
1st mtg.: Dec. 2014

Japan-China-Korea Cyber Dialogue
1st mtg.: Oct. 2014
2st mtg : Oct. 2015

2 Japan’s efforts toward Cyber CBM (bilateral dialogue)



hardware

Traditional Ways Japanese Ways

hardware

Certain circumstances of each country

The Best Practice of Cyber Security in Japan

Laws and
Standards

Building
Human resources Public –Private

Partnership

Only Infrastructure 
and some more・・・

For truly "secure" cyber space, it is necessary to  build 
cyber security system with not only hard aspects 
(infrastructure) but also soft aspects

2 Japan’s efforts toward Cyber CBM (Capacity buildings).


