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ROLE OF STATES IN 
CYBERSPACE

Zahri Yunos
Chief Operating Officer
CyberSecurity Malaysia
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The ICT has changed our 
lifestyle

E-Commerce

E-Government

Mobile banking

Online banking / 
investment

Social networking sites

Online games

Email / P2P

Chatting / Blogging / 
Cyber Media

LIKE IT OR NOT …
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Cyber Threats Are Changing 

Large scale, wide 
spreading incident (e.g. 
virus, worm outbreak)

Specific targeted 
attack, powerful tool 
(e.g. Botnet, Stuxnet) 

Script kiddies, crackers Professionals, Criminals

Motivation: for fun, 
peer recognition,

prestige 

Specific Motivation: for 
economic gain, 

industrial espionage, 
cyber terrorism 

LIKE IT OR NOT …
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The World Today is HIGHLY CONNECTED

2,749 million*

1,269 million*

Digital citizens in Asia
& Pacific
(ITU 2013)

46%

19.2 mil
Source:
* - Malaysia Communication and Multimedia Commission 2013

Digital citizens in Malaysia

4

Digital citizens worldwide
(ITU 2013)

5 billion in 2015
– Nokia Siemen)
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THE MORE WE’RE INTERCONNECTED TO THE CYBER 
SPACE, THE MORE WE ARE AT RISK TO CYBER THREATS …
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ROLE OF STATES IN CYBERSPACE 

1. Economic Growth & Development
2. Protection of National Values
3. Domestic Cyber Security
4. Regional Cyber Security Cooperation
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1. Economic Growth & Development

2. Protection of National Values

3. Domestic Cyber Security

4. Regional Cyber Security Cooperation
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GUIDING PRINCIPLES - ECONOMIC GROWTH & DEVELOPMENT



01/15/2014

5

Copyright © 2013 CyberSecurity Malaysia

Businesses

Information
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Citizens

Online Transaction

Government
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ONLINE TRANSACTION TODAY …
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MALAYSIA’S MULTIMEDIA SUPER CORRIDOR BILL 
OF GUARANTEE NO. 7: TO ENSURE NO 
CENSORSHIP OF THE INTERNET

Policy Objective
• To realize the mission of Malaysia to be a major global ICT hub, the

Government recognises the revolutionary role of the Internet in
facilitating information exchange and innovation, and providing the
basis for continuing enhancement to quality of work and life

• While the Government will not censor the Internet, this does not
mean that any person may disseminate legal content with impunity
and without the law. To the extent that any act is illegal in the
physical world, it will similarly outlawed in the online environment.

Source: http://www.mscmalaysia.my/news/introducing-msc-malaysia-certified-solutions#bog7

Interpretation
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AN OPEN & SECURE CYBERSPACE SUPPORTS INNOVATION, 
ENTREPRENEURSHIP & BUSINESS TRANSFORMATION

On going  security  services is required to ensure 
environment is secured and cyber crimes are reduced.

New Security Solutions/  Services  and Tools may be 
needed to implement  improved/enhanced security  
environment after full Security Assessment and 
Remediation.

CyberSecurity Functional Areas
• Security Operations –

24x7
• Security Incident 

Response 
• Security Compliance 

Mgmt
• Network Security 

Vulnerability
• Centralised Logging  

Services
• Vulnerability Database 

Mgmt
• Security Incidents 

Monitoring

• Data Loss Prevention
• Encryption Standards & 

Compliance
• Security Standards, 

Policies and processes
• Pro-Active Fraud Mgmt
• Business Continuity Mgmt
• Disaster Recovery Mgmt
• Risk Management
• Training and Awareness 

Campaigns

Generate

Generate

Generate

Skilled Human Resource

New/Upgraded 
Entrepreneurs

New/Upgraded 
Operations Units

Copyright © 2013 CyberSecurity Malaysia 12

VISION2020

Preservation and 
Enhancement of Unity 

in Diversity

1Malaysia

People First, 
Performance Now

“Towards Digital 
Economy”

Effective Delivery of 
Government services

Government 
Transformation 

Programme (GTP)

“6 National Key Result 
Areas (NKRAs)”

New Economic Model: 
A high Income, 
inclusive and 

sustainable nation

Economic 
Transformation 

Programme (ETP)

“A High Income, Inclusive and 
Sustainable Nation”

Smooth 
Implementation of 

Government 
development 
programme

10th Malaysia Plan
“Macroeconomic growth 

targets & expenditure 
allocation”

Cyber 
Security & 
Economic 
Innovation
are mutually 
reinforcing

Cyber 
Security & 
Economic 
Innovation
are mutually 
reinforcing

Cyber 
Security & 
Economic 
Innovation
are mutually 
reinforcing

CYBER SECURITY SUPPORT MALAYSIA ’ S TRANSFORMATION
PROGRAMME THAT DRIVE WEALTH CREATION AND ENHANCE
THE STANDARD OF LIVING TO MOVE MALAYSIA TO A DEVELOPED
DIGITAL ECONOMY BY 2020
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1. Economic Growth & Development

2. Protection of National Values

3. Domestic Cyber Security

4. Regional Cyber Security Cooperation
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GUIDING PRINCIPLES – PROTECTION OF NATIONAL VALUES
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• Certain conducts in cyberspace that are
acceptable in a given State may be deemed
inappropriate to another

• These differences will ultimately reflect the levels
of criminalization, legislation and the ensuing
actions taken by any State

ACKNOWLEDGING AND RESPECTING DIFFERENCES
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In some States, people can get 
away with almost all forms of 
offensive remarks; with the 
exception of hate crime-related 
utterances

In Malaysia, it is an  offence to 
bring into hatred or contempt 
or to excite disaffection 
against any Ruler and 
punishable under the Sedition 
Act 1948

EXAMPLE: INSULTING THE ROYALTIES
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In some States, there is no 
prohibition on the 
possession of 
pornographic material; with 
the exception of child 
pornography

In Malaysia, any form/type 
of pornography is 
prohibited and conviction 
of possession of such 
material can lead to a jail 
term of up to three years, 
fine or both under Section 
292 of the Penal Code

EXAMPLE: POSSESSION OF PORNOGRAPHIC MATERIALS
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1. Economic Growth & Development

2. Protection of National Values

3. Domestic Cyber Security

4. Regional Cyber Security Cooperation
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GUIDING PRINCIPLES – DOMESTIC CYBER SECURITY
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Malaysia 
e-Sovereignty 
Foundation

MALAYSIA’S NATIONAL CYBER SECURITY POLICY
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Banking & 
Finance

Energy

Government 
Service

Transportation

Health 
Services

Food &     
Agriculture

Information & 
Communication

Defense & 
Security

Water
Emergency 

Services

Critical National Information 
Infrastructure (CNII)

Thrust 1:

Effective 
Governance

Thrust 2:

Legislative & 
Regulatory 
Framework

Thrust 4:

Culture of Security 
& Capacity Building

Thrust 3:

Cyber Security 
Technology 
Framework

Thrust 7:

Cyber Security 
Emergency 
Readiness

Thrust 8:

International 
Cooperation

Thrust 6:

Compliance & 
Enforcement

Thrust 5:

R&D Towards Self 
Reliance

“Malaysia’s CNII shall be secure, resilient 
and self-reliant. Infused with a culture of 

security it will promote stability, social 
well being and wealth creation”

NCSP FRAMEWORK & POLICY THRUSTS
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Protection of 
National Digital 

Border Preservation 
of National Identity

Education and Awareness

Preservation of National 
Identity from slander, 
inaccurate or false 
information, culture that 
may lead to bad influences 
of the social well-being; and 
to maintain and ensure  
positive development of 
national identity in the 
cyberspace. 

Protection of National 
Digital Border from threats 
and cyber attacks that could 
affect the confidentiality, 
integrity and availability of 
the Critical National 
Information Infrastructure 
(CNII), The threats and 
attacks may have impact on 
the national defence and 
security, economic stability, 
the country's image, its 
capability to function as well 
as public health and safety.

Continuous planning, 
conducting and 
implementing eduacation 
and awareness programmes 
to promote a culture of 
positive use of ICT among 
society.

Source: NATIONAL SECURITY COUNCIL

NATIONAL CYBER SECURITY GOVERNANCE
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1. Economic Growth & Development

2. Protection of National Values

3. Domestic Cyber Security

4. Regional Cyber Security Cooperation
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GUIDING PRINCIPLES – REGIONAL CYBER SECURITY
COOPERATION
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“Ops Malaysia” –
Malaysian websites were attacked  

(June 2011)

As of Aug 2011

COLLABORATION AMONG ANONYMOUS HACKTIVISTS TO
ATTACK MALAYSIA’S CYBERSPACE
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Public-Private 
Partnership

Legal and 
Policy 

Framework

Regional 
and global 

cyber 
security 

cooperation

Governments cannot work alone

To address legal challenges in 
cyber security

Nations cannot act alone - Formulation of 
possible cooperative measures in the region

OUR CONCEPT OF COOPERATION
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 ARF (ASEAN Regional Forum)
 CSCAP (Council for Security and Cooperation in Asia and the Pacific)
 APCERT (Asia Pacific Computer Emergency Response Team)
 OIC-CERT (OIC - Computer Emergency Response Team)
 FIRST (Forum  of Incident Response and Security Team)

OIC CERT FIRST APCERT

INTERNATIONAL
• CERTs of Global Community
• Capacity Building & Tech Assistance
• Sharing of Information and 

Experience
• Regional cyber exercises/drills Legal and 

Policy Framework
Legal and 

Policy Framework

Regional and global
cyber security 

cooperation

Regional and global
cyber security 

cooperation • National Cyber Security Policy
• National/Organizational  CERTs
• Cyber Security Awareness & Education
• Harmonization of laws

DOMESTIC

ITU CSCAP ARF

Public-Private
Partnership

Public-Private
Partnership

WE ARE PART OF GLOBAL COOPERATIVE EFFORTS
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• Job creation
• Access to skills
• Access to markets 
• Co-create innovative 

technologies
• Social responsibility

29 MEMBERS FROM 19 
ECONOMIES

MALAYSIA is the CHAIR 
& Secretariat of OIC-

CERT

• Create New Source of 
Economy

• Increase Capability, 
Capacity & Security 
Resiliency

• Technology Transfer / 
Knowledge Exchange

CREATION OF OIC-CERT AS A REGIONAL COOPERATION –
MALAYSIA’S INITIATIVE
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ASIA PACIFIC COMPUTER EMERGENCY RESPONSE TEAM (APCERT)

•Established in 2009
•CyberSecurity Malaysia is one of co-founders
•2007 – Elected as Chair of APCERT
•Elected as Steering Committee since inception.

•Established in 2009
•CyberSecurity Malaysia is one of co-founders
•2007 – Elected as Chair of APCERT
•Elected as Steering Committee since inception.

CHAIR
JPCERT
CHAIR

JPCERT

APCERT Steering Committee
1. JPCERT (Japan)
2. KRCERT (South Korea)
3. MyCERT (Malaysia)
4. CERT Australia (Australia)
5. CNCERT (China)
6. IdSIRTII (Indonesia)
7. MOCERT (Macau)

APCERT Steering Committee
1. JPCERT (Japan)
2. KRCERT (South Korea)
3. MyCERT (Malaysia)
4. CERT Australia (Australia)
5. CNCERT (China)
6. IdSIRTII (Indonesia)
7. MOCERT (Macau)

MEMBERS
30 Teams from 20 Economies

MEMBERS
30 Teams from 20 Economies

DEPUTY CHAIR
KrCERT

DEPUTY CHAIR
KrCERT

SECRETARIAT
JPCERT

SECRETARIAT
JPCERT

CyberSecurity Malaysia’s Participation
APCERT WORKING GROUPS
i.Information Sharing WG
ii.Membership WG
iii.Operational Framework WG

DESIGNATED TASK AS SC MEMBER
•Lead  Outreach & Liaison initiatives 

APCERT WIKI PAGE
•Developed and maintain APCERT Wiki
An interactive one stop center for information sharing for 
APCERT members.

APCERT Cyber Drill
•Provide IRC channel for members to communicate during 
the exercise 
•Responsible as Exercise Controller (EXCON) and scenario 
contributor
•Participate in every exercise conducted by APCERT

STUDY CALL
Information sharing session done through online platform

CURRENT 
STRUCTURE
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APCERT DRILL 2012 & 2013 – EXAMPLE OF 
INTERNATIONAL COLLABORATION

+

Source:  Secretariat, APCERT / JPCERT-CC
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States should address the concerns in the areas of:
• economic growth & development
• protection of national values
• domestic cyber security
• regional cyber security cooperation

States should engage in:
• information sharing
• knowledge transfer
• technical and non-technical assistance

RECOMMENDATIONS FOR WAY FORWARD
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