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|. Cyber Security in Real Risk

418M—1B

Le ]

-
20M—-77M ‘/.
-

34M —=-140M

-
World
1.15B—» 2.27B

Data source: Internet World Stats www.pingdom.com
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!@’unent landscape of ICT

@ Expanding Broadband Network rapidly

» Super high speed fiber connection & new high speed wireless connections (LTE)

® Analyzing Big data
» Data sets collected, stored or processed are increasing for various reason

@ Threatening Security

» Malware, DDoS attacks, other incidents are compromising C | A of information
security

==mm) Reliable, trustworthy and safe cyberspace is crucial !

]
—F/ﬁtacks against ClIs
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A computer virus shut down servers at the country's largest Internet service provider, KT

L AL | Corp, disconnecting five million customers from the web

2 2005.6 | 224,400 cases of ID theft were identified by NCSoft (online game company)

3 2008.2 | 10,810,000 cases of ID theft were identified by Auction Korea (online shopping company)

7.7 DDoS attack to portal sites, online bank and government’s homepages in US and

4 2009.7 South Korea occurred

5 2011.9 | 35,000,000 cases of ID theft were identified by SK Communications (portal site)

Maijor television broadcasters and banks were under cyber attack
(48,700 PCs, Servers and ATMs were damaged)

The websites of S. Korea’s presidential office, government agencies and some media

organizations were attacked
= ﬂ

6 2013.3

7 2013.6

Necessary level of
information security

The gap

Current level of
information security

Source: Fighting to Close the Gap, Ernst &
Young’s 2012 Global Information Security

Survey

2006 2012
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ICT Training Courses (KISA Program)

p KISA : Korea Internet & Security Agency

® Purpose

> To invite policy makers and public officials in the area of ICT in
developing countries for cooperation with Korean ICT businesses

> To share ICT policies and Korea’s ICT development knowledge

® Programs
> High-level official course: focusing on ICT policy
> Intensive course: 2 weeks, focusing on one specific subject
> Youth ICT course: offered to international students in Korea
> 4,386 participants, 148 countries(from 1998 to 2012)




Recent Knowledge sharing Programes

v ==
s —_—

® Rwanda i.

» MoU with Rwanda Gov.(RDB) on Information Security(July 2011)
» Rwandan President Visit to KISA Situation Room(December 2011)
» Projects on CERT, SOC, PKI and training program under way

. a.%
® Costa Rica o%¥g

» Cybersecurity workshop(Jan 2013)
\ KISA delegation & Ministry of Science and Technology of Costa Rica

v\ Internet incident response, information security policy, cyber crime, COP, etc.

Y S
@ Bangladesh @.@

» MoU between KISA & BCC(Bangladesh Computer Council)(May 2013)
\ Cybersecurity Masterplan, SOC, GPKI and IS laws & institution, etc.
» KISA & BCC Information security Seminar(May 2013)

LN e |
®Uganda & Kenya %‘@' E

» MoU between KISA & NITA-U(National Information Technology of Uganda)
v Information security policy & legal system, PKI, CERT, etc.

» World Bank-KISA-NITA-U Cybersecurity workshop(July 2013)
» World Bank-KISA-Kenya ICT Board Cybersecurity Workshop(July 2013)
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I1l. Seoul Conference 2013

/ e

.out Seoul Conference

M2 11-18 Octoher 2013

e COEX, Gangnam, Seoul, Republic of Korea

SRR nro2 About 800 attendees from 90 countries
Main Theme

Elobal Prospety through an OBEM and SEEUIG CYDEISPACE
-Opportunities, Threats and Cooperation-

- — -

€ L0 e = = \
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(anerence Agendas

E@(Dm@nﬂﬂ@ Growth and Development
Social and Cultural Benefits
Cyher Security

International Security
Cyher Crime

CanacityBuilding

(24

¥

L
What to do in Seoul Coml

Grea D! ification
v of participating countries to offer an equal opportunity for developing
countries to take part in discusson

®Enhancing Awareness
v of cyber issues to build capacity for developing countries

o Strengthening Public-Private Partnership
v' by offering the private sector the opportunity to participate in the
conference and pre-workshops

o Stock-taking

v from exiting discussions

resenting Practical Results
best practices in the areas of cybercrime, cyber

01/15/2014
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.oide Events in Seoul C of

Stoekholm, Sreien | 22-23May | [EB0MDOIIE DEVEIRMIGENT

Budapest, ey | 67June | BYDERSEEITIY

SEoultRenunlicoKorc A ELSER T VANRInternauonalsecuriiyj
UnitediState I IEEEPX N RCanacity/Building|

Pre:Workshops

2 September | Yonsei University|

HoE] 0 A Dol el g - Youth/Forum
Tenne: GOEN, Gangnam, Seoul

s (DIHIDY SEOIETERZIE 01-18 detober

- Gortents: Eribiions on Gyber Seeurty

I\V. Conclusion
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:'/ansiderations for IS Capa :'

@ IS Capacity Building Master plan
\ To explore Best Practices
\ To provide Diagnosis for existing IS capacity
\ To set up New plan based on the Diagnosis
@® IS Education system
< To major IS in universities and graduate schools
\ To make IS certification program
\ To give Incentives for IS education institutes

@ Partnership with donors
\ World Bank, IDB, OAS, OECD, ITU etc.
@ Strong Leadership

01/15/2014
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