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Capacity Building to Strengthen Cybersecurity: 
Thailand Update 

ASEAN Regional Forum Workshop on Measures to 
Enhance Cyber Security  —Legal and Cultural 

Aspects 
 

September 11-12, 2013 
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Chain is only as strong as its 
weakest link  
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Secure e-Transactions Development in Thailand 

 
Communication Network Infrastructure 

 

e-Authentication 

e-Commerce e-Health 
Government 

Online Services 

e-
Payment 

e-Trade 

Physical 
Infrastructure 

Logical 
Infrastructure 

Application 
Back-end 

e-
Document 

Application 
Front-end 

Quality of Life Economy 

Other 

Other 

Increase the Volume and the Value  
by creating and strengthening application back-ends 
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National Cybersecurity Policy Framework 2013 

5  
Main  

Strategies  

1 Cybersecurity Governance 
2 Cybersecurity Emergency Readiness 
3 National Critical Information  
   Infrastructure Readiness 

4 Public-Private Partnership 
5 Capacity & Capability Building 
6 Legal Measures 
7 Research and Development 
8 International Cooperation 

Supporting  
Strategies  

3  
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- Regulatory work 
- Justice work                                                                                                               

National 
Cyber 

Security 
Security Council 

- Intelligence Work 

Strengthening Capacity & Raising Public Awareness 

Center of Command 
ThaiCERT & Other CERTs  

Urgent 
Need 

Stakeholders in Cybersecurity 
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Data from ISC2 and SANS (Aug 2012) 
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Findings and Challenges 

• Findings 

– CB is one of the supporting strategies 
in the national cybersecurity policy 

– Government-led effort to develop a 
cybersecurity culture, issued laws to 
enforce Government sectors to 
implement security controls based on 
ISO 27001 

– Partnership with NGOs, regulators 
and private sectors to raise 
awareness in Cybersecurity 

– Government-funded cybersecurity 
R&D program to enhance knowledge 
and foster researchers across sectors 

• Challenges 

– Not enough Cybersecurity 
workforce and certified 
professionals 

– Law enforcement capacity to fight 
cybercrime 

– Developing e-Court as one 
component e-Justice 

– Cybersecurity-related training, 
conference and education program 

– Language  barrier and digital divide 

– Building  sector-based CSIRT/CERT 
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Capacity Building and Security Awareness 
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Future Plan Activities 

Challenges Activities To Whom Reference 

Certified 
Professionals 
 
Language barrier  

(2013) Local Cybersecurity 
professional Certification 
 
(2014) Localize international  
certification  
 
(2013) Monetary reward 
scheme 
 

IT and 
Cybersecurity 
personnel 

Partner with TISA 
(Thailand Information 
Security Association) 
 

Cybersecurity 
Workforce & 
Education Program 

(2014 ) Cybersecurity curricula 
in university 

Students (Future 
workforce) 

Partner with 
Universities 

Law Enforcement 
capability and e-
court 

(2014 – all years) ETDA ICT Laws 
center, providing short-term but 
intensive training in 
Cybersecurity-related laws,  
standards , digital forensics and 
technologies 

LE officers 
Judicial officers 
government, 
academia, and 
private sectors 

Partner with LE and 
judicial officers 

9 



Future Plan Activities 

Challenges Activities To Whom Reference 

Conference & 
Education 

(All years) Cybersecurity 
Conferences 
 
(All years) IT and Security 
Training for government and 
private sector personnel  
 

All sectors and 
general public 

Partner with MICT and 
Ministry of Defence , 
ITU IMPACT,  and 
International Security 
Training organizations 

Public Awareness (All years) Public seminars 
aimed at raising public 
awareness of cyber threats and 
social media 
 

General Public  Partner with NBTC 
(Telco regulator) and 
NGO 

Building  sector-
based CSIRT/CERT 
 
 
Cybersecurity 
Emergency 
Readiness 

(2014) Establish sector-based 
CSIRT/CERT to handle  
cybersecurity incidents  
 
(All years)  Cyber Drills for 
government and private sectors 

Sector-based IT 
security personnel 
 

Partner with MICT and 
regulators 
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Thank you for your attention 

 
office@thaicert.or.th 



Host/Co-host: 

• 25th Annual FIRST Conference 2013 

• ASEAN-Japan Information Security 
Workshop 

• Local incident drills 

• Workshop and training for IT staff and end-
user 

• Knowledge sharing with visitors from 
academic institutions  

Participated: 

• APCERT Drill / AGM & Conference 

• ACID Drill (ASEAN Drill) 

• 47th APEC TEL 

• WTPF-2013 

ThaiCERT Activities in 2013 

13 



  
• Held public seminars in 4 

regional areas of Thailand 
aimed at raising students and 

their parents awareness of 
Social Media 

Social Media Educational Awareness  
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