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A German power utility specialising in renewable energy was hit by a serious
cyber-attack two weeks ago that lasted five days, knocking its internet
communications systems offline, in the first confirmed digital assault against a
European gria operator.
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o QM CYBER SECURITY THREAT IVRERATION

 National Unity and Well-being
» National Defence and Security
 National Economic Strength

* National Image

_—

» Government Capabilities to Function
* Public Health and Safety

L] NATIONAL SECURITY COUNCIL

Preservation

of National Identity

T ™~

/ Preservation of National
Identity from slander,
inaccurate or false
information, culture that
may lead to bad influences
of the social well-being; and
to maintain and ensure
positive development of
national identity in the
cyberspace.
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Protection of
National Digital
Border

B

/Protection of National

Digital Border from threats
and cyber attacks that could
affect the confidentiality,
integrity and availability of
the Critical National
Information Infrastructure
(CNII), The threats and
attacks may have impact on
the national defence and
security, economic stability,
the country's image, its
capability to function as well
as public health and safety.

Education and Awareness

Continuous planning,
conducting and
implementing education
and awareness programmes
to promote a culture of
positive use of ICT among
society.
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National Cyber Security
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2006 2008 2010

Malaysia's Critical L
National Information
Infrastructure shall be
secure, resilient and self-
reliant. Infused with a culture
of security, it will promote
stability, social well being and
wealth creation

Vision  --mmmmmmmmee Objective

2013

STUDY ON

FORMULATED IMPLEMENTION POLICY HAND POLICY

BY MOSTI STARTED OVER TO NSC IMPACT AND
REVIEW

Address the risks to the Critical
National Information Infrastructure
(CNII)

To ensure that critical infrastructure are
protected to a level that is
commensurate with the risks

To develop and establish a
comprehensive program and a series
of frameworks
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Critical National Information Infrastructure (CNII)

Information infrastructures that are very important to the
nation that significant disruption or destruction would have a
devastating impact on:

~National Defence & Security
National Economic Strength

Government Capabilities to Function
Public Health & Safety
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f POLICY THRUST

Thrust 1:Effective Governance Thrust 5:Research & Development

Towards Self-Reliance
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/') Thrust 2:Legislative & Regulatory Thrust 6:Compliance &
)
Framework Enforcement
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Thrust 3:Cyber Security

Q Technology Framework
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Thrust 7:Cyber Security
Emergency Readiness

V

Thrust 8:International Cooperation

\

Thrust 4:Culture of Security &
Capacity Building
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NATIONAL CYBER SECURITY POLICY
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Thank you

National Cyber Security.
Palic The way forward.




