ASEAN Regional Forum

Seminar on Operationalizing Cyber Confidence Building Measures

Furama City Centre Hotel, Singapore
21-22 October 2015

Tentative Program

Wednesday, 21 October 2015

08:30-09:00

09:00-09:15

09:15-09:30

09:30-10:00

10:00 -:10:30

Registration (Foyer outside Ballroom 1 and 2, Level 5)

Opening Ceremony (Ballroom 2)
Event co-chairs
Singapore: Mr Wong Yu Han, Director/ Strategy, Cyber
Security Agency of Singapore
United States: Ms. Michele Markoff, Deputy Coordinator for
Cyber Issues, U.S. Department of State
Opening remarks by Guests Of Honour
1. Honorable Kirk W. Wagar, Ambassador of the United States
of America to the Republic of Singapore
2. Mr David Koh, Chief Executive Officer, Cyber Security Agency
of Singapore

Group Photo Taking (Ballroom 2)
Coffee Break

Session |: Update on ARF ICT Work Plan (Ballroom 1)

- Discussion on the ARF Work Plan on Security of and in the
Use of Information and Communications Technologies (ICT)

- Discussions on lessons learned from Malaysia- Australia ARF
Workshop on Cyber CBMs, 2014

Speakers:

1) Henry Fox, Director, Cyber and Space Policy, International
Security Division, Department of Foreign Affairs and
Trade

2) Bernard Low, Consultant (Security Policy Standards and
Regulation Division), Infocomm Security Group, Infocomm
Development Authority

3) Md Shah Nuri Md Zain, Undersecretary Cyber and Space
Security Division National Security Council



010:30-11:00

11:00-11:10

11:10-12:10

12:10-13:30

13:30-14:30

Session Il: ARF Cyber CBMs — Moving Forward (Ballroom 1)
- Discussion of the categories of cyber CBMs and how they
might be implemented in ARF

Speakers:

4) Jessica Woodall, Australian Strategic Policy Institute

5) Kohei Kawaguchi, National Security Policy Division,
Foreign Policy Bureau, Ministry of Foreign Affairs

6) Caitriona Heinl, Research Fellow, Centre of Excellence for
National Security, S Rajaratnam School of International
Studies (RSIS), Nanyang Technological University,
Singapore

Break
Session I, continued

Speakers:

7) Eneken Tikk-Ringas, Senior Fellow for Cyber Security, The
International Institute for Strategic Studies Middle East

8) Ben Hiller, Cyber Security Officer, OSCE Secretariat,
Transnational Threats Department

9) Md Shah Nuri Md Zain, Undersecretary Cyber and Space
Security Division National Security Council

10) Michele Markoff, Deputy Coordinator for Cyber Issues, U.S.
Department of State

Lunch (Tiffany Café)

Session Ill: Cyber Incident Management - National and

Regional Lessons Learned (Ballroom 1)

- Discussion on Cyber Incident information sharing from
network, law enforcement and foreign policy perspectives.
Including experiences from experts in relevant channels,
types of cyber incident information that is shared and useful
and the range of expected responses.

Speakers:

1) Phin Juay Loh, Deputy Director, Cyber Security Agency of
Singapore

2) Bridgett Walsh, Department of Homeland Security

3) Joshua Kim, Federal Bureau of Investigation



14:30 - 15:00
15:00-16:30
19:00 - 21:00

4) Sheila Flynn, U.S. Department of State
Coffee Break

Session Ill: Cyber Incident Management - National and
Regional Lessons Learned (continued) (Ballroom 1)

Speakers:

5) Masanori Sasaki, Deputy Counsellor, National Center for
Incident Readiness and Strategy for Cybersecurity

6) Ji Yong Park, Senior Research Associate, KrCERT/CC, Korean
Internet & Security Agency

7) Angela Marie De Gracia, State Counsel, Department of
Justice

8) Malaysia

9) Michael Debolt, Digital Crime Officer, Interpol

Welcome Dinner (Ballroom 1)

Co-hosted by Co-chairs Michelle Markoff, Deputy Coordinator
for Cyber Issues, U.S. Department of State and Wong Yu Han,
Director, Cyber Security Agency of Singapore

Thursday, 22 October 2015

09:00-10:15
10:15-10:45
10:45-12:45
12:45-13:45
13:45-14:15

Session IV Part I: Table Top Exercise: Managing/ Responding to
a Serious Transnational Cyber Incident (Ballroom 2)

Moderator: William Carter, Center for Security and International
Studies

Coffee Break

Session IV Part Il: Table Top Exercise: Managing/ Responding to
a Serious Transnational Cyber Incident (Ballroom 2)

Moderator: William Carter, Center for Security and International
Studies

Lunch (Tiffany Café)

Session V: Discussion on the Outcomes and Lessons Learned
from the exercise (Ballroom 2)



14:15-15:45
15:45 -16:00
16:00-16:30

Moderator: William Carter, Center for Security and International
Studies

Session VI: Discussion on the Way Forward on ARF Cyber
Confidence Building Measures: What and How to Implement
(Ballroom 1)

Discussion of the categories of cyber CBMs and how they
might be implemented in ARF, including what would
constitute cyber-preventive diplomacy measures and the
processes for institutionalising early-warning functions

Moderator: Event co-chairs

Speakers:

1) Henry Fox, Director Cyber and Space Policy, International
Security Division, Department of Foreign Affairs and Trade

2) Indonesia

3) Pierre-Louis Lempereur, First Counsellor at the EU Delegation
to Singapore

4) Michele Markoff, Deputy Coordinator for Cyber Issues, U.S.

Department of State

Coffee Break

Closing ceremony (Ballroom 1)



