
0Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved. 0Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.

Japan National Cybersecurity Strategy

March 2019
Satoshi Deguchi

Deputy Counsellor

NISC, Cabinet Secretariat



1Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved. 1

Unification of Cyberspace and Real Space

Appliance

Smartphone

Robot

Vehicle

・・・
・・

Cyberspace

Real Space (Physical Space)

U
n
ificatio

n

Real Space (Physical Space)

Shift from as of Formulating Previous Strategy (2015) to Present

Cyberspace

Healthcare
Caregiving

(Data Utilization)

E-Gov.
(Utilization of Social 

Security and Tax 
Number System)

Transport
(Self-driving 
automobiles)

Finance
(FinTech)

Infrastruct
ure

(Smart City)

Manufacturi
ng

(Connected 
Industries)

2015 Present



2Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.

Cybersecurity for Sustainable Development
–Realizing  “Cybersecurity Ecosystem”-

2.Risk 
Management

Assessment of Uncertainty & 
Appropriate Response

1. Mission 
Assurance

Reliable Execution of Operations 
& Services

3. Participation,
Coordination,and 

Collaboration
(New Cyber Hygiene)

Measures, Coordination & 
Cooperation by Individuals & 
Organization from Peacetime

The image of cyberspace evolving 

through autonomous initiatives of 

all stakeholders mutually 

impacting each other will be 

called the “Cybersecurity 

Ecosystem” as compared to a 

type of ecosystem that develops 

sustainably.

Basic Vision of Cybersecurity 



3Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved.Copyright (c) 2019 National center of Incident readiness and Strategy for Cybersecurity (NISC). All Rights Reserved. 3

Policy Approaches towards Achieving the Objective

Cross-cutting Approaches to Cybersecurity

Pillar3Pillar２Pillar1

Enabling Socio-
Economic 

Vitality and 
Sustainable 

Development

Contribution to 
the Peace and 
Stability of the 

Int’l Community 
and Japan’s 

National 
Security

Building a Safe 
and Secure 

Society
for the People
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Enhancing cybersecurity business supporting innovation 
utilizing advanced technologies 

Business continuity Value creation

Risk management by executives

Utilize advanced technology

Countermeasures 
for  
vulnerabilities

Improving structural 
framework and 
international standard

IoT VRAI

5GBlock 
chain

Security by design 

Countermeasures for supply chain

Framework for considering risk 
and measures

System for ensuring the 
continuous trustworthiness

Enabling Socio-Economic Vitality and Sustainable Development

１．Advancing Cybersecurity 
as Value Creation Driver

２．Achieving a Supply Chain that 
Creates Values through Diverse 
Connections

３．Building Secure IoT Systems

Pillar1
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Critical Infrastructure 
operators

Governmental 
bodies

Cyber-Related 
Enterprises

Local 
governments

Educational and 
Research 

Institutions

Building a Safe and Secure Society for the People

Smooth 
implementation of the 

Tokyo2020

Mission Assurance（to provide critical 
infrastructure services safely and continuously）

Conducting 
exercises and 

training

Collecting 
and analyzing 
Information 

Development
of Cybersecurity 
human resource

Improvement and 
Promotion of the 
Safety Principles

Promoting risk 
management

Information Sharing/ Collaboration
（Cybersecurity Council, Cyber Security Incident 

Response Coordination Center）

Building a Safe and Secure Society for the People

２．Protection of Critical Infrastructure 
through Public and Private Sector Cooperation

３．Strengthening and Improving Security
in Governmental Bodies and
Government-Related Entities

６．Building an Information 
Sharing/Collaboration Framework that 
Extends beyond Traditional Frameworks

５．Initiatives for the Tokyo 2020 Games 
and Beyond

１．Measures for the Protection 
of the People and Society

７．Strengthening the Incident Readiness 
Against Massive Cyberattacks

４．Ensuring a Safe and Secure Educational 
and Research Environment at Universities etc.

Pillar２
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Strengthening 
Capabilities for Defense, 

Deterrence, and 
Situational Awareness

Sharing 
Expertise and 
Coordinating 

Policy

Cooperating 
for Capacity 

Building

Communicating 
the ideas of a free, 

fair and secure 
cyberspace

Promoting 
the rule of 

law in 
cyberspace

Information 
Sharing / Quick 
response of the 

incidents

Contribution to the Peace and Stability of the Int’l Community 
and Japan’s National Security

１．Commitment to a Free, Fair, 
and Secure Cyberspace

３．International Cooperation 
and Collaboration

２．Strengthening Capabilities 
for Defense, Deterrence, and 
Situational Awareness

Pillar3
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Reference

・Full Text
https://www.nisc.go.jp/eng/pdf/cs-senryaku2018-en.pdf

・Summary
https://www.nisc.go.jp/eng/pdf/cs-senryaku2018-zentaigaiyou-en.pdf
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