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U.S. National Cyber Strategy

Protect the 
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American 
Influence



Pillar I: Protect the American People, the 
Homeland, and the American Way of Life

 Secure Federal Networks and Information

 Secure Critical Infrastructure

 Combat Cybercrime and Improve Incident Reporting

The Department will continue to enhance international cooperation on 
cybercrime and cybersecurity by strengthening partner nations’ capacity to 

combat criminal cyber activity and improve incident reporting and response. 



Pillar II: Promote American Prosperity

 Foster a Vibrant and Resilient Digital Economy

 Foster and Protect United States Ingenuity

 Develop a Superior Cybersecurity Workforce

The Department will continue to foster a vibrant global technological ecosystem 
that enhances economic growth, innovation, and efficiency worldwide 

by promoting the free flow of data across borders.



Pillar III: Preserve Peace through Strength

 Enhance Cyber Stability through Norms of Responsible State Behavior

 Attribute and Deter Unacceptable Behavior in Cyberspace

The Department will continue to enhance international security in cyberspace 
by promoting the strategic framework for stability in cyberspace 

and deterrence.



Pillar IV: Advance American Influence

 Promote an Open, Interoperable, Reliable, and Secure Internet

 Build International Cyber Capacity

The Department will continue to support a multi-stakeholder approach 
to internet governance, advancing human rights online, 

and improving the cyber-capacity of our foreign partners. 
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