Countering Hybrid Threats: the EU approach
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GEuropean o Situational Awareness - Do we
really know what's going on?

EXTERNAL ACTION
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Traditional borders and boundaries are no longer traditional



Do we understand what we are
seeing?

European Union
EXTERNAL ACTION
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European Union Threats are hybrid when they form
SR AT complex Strategies...

Hybrid Warfare Activities Are Persistent, Their Level
of Escalation Varies, and They Are Ongoing

L GCSP
Russia Is Alrsady in the Game

-| Spectrum of Nation-State Warfare Operations

All these serve Moscow's
political goals.

There Are Wide-Array of Tools and Means Available
for Conducting Hybrid Warfare
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What do we already know about
exTerNAL AcTIoN Jngovernable spaces?

European Union

Challenges ... Climate affects :

Humanitarian crises / Disease
v /Ungovernable spaces
T [N ’ Urbanisation / Migration

(aker Meigs, 1953)

Direct link between ungovernable spaces and
security risks. This now parallels with data, and
cyberspace.



European
Missions/Operations spaces

European Union
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EUBAM Libya EUFOR ALTHEA BIH EUNAVFOR MED EULEX KOSOVO EUAM UKRAINE

EUCAP SAHEL

NIGER <o \ '@ EUBAM RAFAH

Palestinian Territories

EUTM MALI EUPOL COPPS

EUPOL Afghanistan Palestinian Territories

EUCAP SAHEL
Mali EUNAVFOR Somalia

ATALANTA

EUMAM RCA EUPOL RD
Since 2015 CONGO EUTM SOMALIA

Military Operations EUSEC RD CONGO

Civilian Missions

EUCAP Somalia




European Union
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Issues that lead to stress in society
or between states:

Water
-Too much
-Too little

Resources
-Energy needs
-Mineral wealth

Rule of Law
-Key to secure environment



“omemaacnon  Urbanisation of populations

Future Character of Conflict how do we configure?

e | Key Challenge in
o ol Hybrid scenarios:
o ‘= Can a modern army
deliver long term
effect in the Urban
environment?

Can you operate
without boots on the
ground ?

Risk:

If not what force in a
modern contested
space?
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gEuropean Union Addressing the Hybrid

Situation

EU - Competencies

Improving Situational
Awareness and Early
Warning — Fusion Cell

Cyber — Cyber Pledge,
Diplomatic Tool box

Crisis Response —
Operational Protocol

Building Resilience -
Comprehensive Response



European Union EU ApproaCh
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Joint Communication — adopted 6 April 2016

HIGH REPRESENTATIVE

OF THE UNION FOR

EUROPEAN FOREIGN AFFAIRS AND
COMMISSION SECURITY POLICY

Brussels, 6.4.2016
JOIN(2016) 18 final

JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE
COUNCIL

Joint Framework on countering hybrid threats

a European Union response




Countering hybrid threats though
EXTERNAL ACTION Comprehensive Reaction

European Union

EU Energy Security Strategy Facts & Figures (1)
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Key to Crisis Response
Building the link between

Internal and External Security

Integrated Response/Whole of Government Approach:
required to counter diverse challenges

Potential threats

» Cyber attack

» Psychological Operations

» Terrorism/Sabotage
Economic Pressure

Energy exploitation
Strengthening Secessionists
Use of Criminal Gangs
Military Pressure

Political /
Strate gic

Operational

Technical
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European Union EU Approach - Building resilience
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B INOGATE -
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Building
Resilience



Commission Work Programme
reflects a comprehensive approach

European Union
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CEF — Euro 24.05 BN

Marco Polo: Euro 450M

CEF
Marco Polo programme
programme
2007-2013

Linking Europe

Supporting
Innovation

TEN-T

I-Irzoozrgmme programme
2L 2007-2013




The European Centre of Excellence for
Countering Hybrid Threats

European Union
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Framework of Activities Action 4

Steering Board

S Communications
& Events
International
Relations

Research &
Strategic Analysis

Administration
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Decision despite ambiguity

Consensus — a strength worth pursuing



